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eSR Part – I Synchronization 

Module and Sub 
Module 

  Details 

eSR Part-1  
Synchronization 

Issue: 
Repeated Tickets are being received from the users for 
migrating the eSR part-1 during the employee transfers 

Update: 

Auto synchronization has been enabled for eSR part-I 
file. 
 
If the employee has been transferred from one office to 
the other, the eSR Part-1 will be automatically mapped 
with employee profile. The user can check the eSR Part-
1 in the below path 

Path: 
Portal -> Employee self service -> ESR part 1 -> ESR 
view 

A. Update: 1  
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TPF Balance Upload 

Module and 
Sub Module 

  Details 

PF (PF 
Balance 
Upload) 

Issue: 
Repeated Tickets are being received from the users 
for updating the TPF balance.  

Update: 

Provision has been enabled at the DDO level for 
updating the TPF balance. A specific workflow has 
been defined with IVA approvals for updating the TPF 
balance. 

Path: HRMS -> PF -> PF balance upload (only TPF). 

A. Update: 2  
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Approval Group Validation (Transfers/deputation) 

Module and 
Sub Module 

  Details 

HRMS -  
Approval 

Group 

Issue: 
Repeated Tickets are being received from the users 
on notification issues.  Notifications send to wrong 
users and request to move to draft level  

Update: 

 
 
System level validation has been implemented. During 
employee transfers/deputations, system will validate 
the existing approval group and prompts the user to 
disable the user from existing approval group while 
transfer/deputation.  
 
Note: The users are requested to update the approval 
groups frequently and disable the un-used approval 
groups 

A. Update: 3  
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Pre-retirement – Future Element Exist 
Module and Sub 

Module 
  Details 

Pre-retirement 

Issue: 
Repeated Tickets are being received from the users for 
facing future element exist during pre-retirement process 

Solution: 
Users are requested to check employee future elements 
in the payroll process page and take the necessary 
steps to resolve the future element issues.  

B. Re-Orientation: 1  
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Forgot Password Option 
Module and Sub 

Module 
  Details 

Portal 

Issue: Reset Password 

Path: 
https://www.karuvoolam.tn.gov.in/web/tnta/update-
password  

Do’s: 

Process 1: Password Reset via Mobile OTP 
Step 1: Go to the Update Password page. 
Step 2: Enter the User ID and click validate. 
Step 3: Select the Mobile OTP option on the redirect 
page. 
Step 4: OTP Triggered to the registered number and 
enter the received OTP code. 
Step 5: Pass the OTP validation system. 
Step 6: Enter the New Password and Confirm Password. 
Step 7: Click submit to successfully reset the password. 
 

B. Re-Orientation: 2  
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Forgot Password Option                                        Cont’ 
Module and Sub 

Module 
  Details 

Portal Do’s: 

Process 2: Password Reset via Security Question 
Step 1: Go to the Update Password page. 
Step 2: Enter the User ID and click validate. 
Step 3: Select the Security Question option on the 
redirect page. 
Step 4: Read the prompt and enter the correct Security 
Question Answer - > Pass the security answer validation 
system. 
Step 5: Enter the New Password and Confirm Password 
-> Click submit to successfully reset the password. 
 Note : If Mobile Number not available, Reset using 
Security Question. If you forgot your security question 
answer and Mobile number is not Updated . Kindly reach 
Helpdesk Team. 
 

B. Re-Orientation: 2  
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Forgot Password Option                                        Cont’ 
Module and Sub 

Module 
  Details 

Portal Don’ts: 

1.   Don’t enter a wrong User ID. 
2.   Don’t share your OTP or password with anyone. 
3.   Don’t try multiple wrong OTPs repeatedly. 
4.   Don’t leave fields empty while submitting. 
5.   Don’t use a weak or simple password (like 12345 or 

your name). 
6.   Don’t mismatch new password and confirm 

password. 
7.   Don’t refresh or close the page during the process. 
8.   Don’t select OTP option if your mobile number is 

not available. 

B. Re-Orientation: 2  
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RBI NEFT/RTGS Payment status verification 
Module and Sub 

Module 
  Details 

Integration - 
eChallan 

Issue: eChallan - RBI NEFT/RTGS Payment status verification 

Path: 

• https://www.karuvoolam.tn.gov.in/challan/echallan - 
Challan creation 

• https://www.karuvoolam.tn.gov.in/challan/search  - 
Challan payment status verification 

DO’s: 

1. Ensure NEFT/RTGS payments are completed within the 
stipulated time after challan generation. 

2. Navigate to Search challan page in eChallan portal to 
verify challan status.  

3. Re-initiate a new payment if the transaction is not 
completed within the allowed timeframe. 

4. Contact helpdesk team in case of discrepancies observed 
before T+14 days. 

 

B. Re-Orientation: 3  
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RBI NEFT/RTGS Payment status verification          Cont’ 
Module and Sub 

Module 
  Details 

Integration - 
eChallan 

 
Don’ts: 

1. Do not assume payment success without verifying 
status in the portal. 

2. Do not attempt to reuse expired or failed challans for 
payment. 

B. Re-Orientation: 3  
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Conversion to Normal Pension 
Module and Sub 

Module 
  Details 

Pension 

Issue: 
Conditional Pension/Enhanced to Normal Pension 
Conversion 

Path: 

• Notification: Initiator Login -> Pension Manager -> Open 
Notifications 

• Pension Element: Initiator Login->Pension Components-
>Create Batch->Dues/Deductions Entries 

DO’s: 

1. Please monitor the EFP to NFP Conversion Notificaition, 
which is being triggered on every month’s first week,  

2. a pensioner is not available in the notification, then User 
should update Pension End Date or EFP, NFP and EFP 
End date in PPO Authorisation of Pensioner Profile before 
the Payroll run.  

3. In case if Payroll is processed then User may End date the 
Pension Element with desired EFP end date and add the 
Pension Element with NFP amount from next date and 
then Submit for MFR. 

B. Re-Orientation: 4  
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Conversion to Normal Pension         Cont’ 
Module and Sub 

Module 
  Details 

Pension Don’ts: 

1. While Correcting the Pension Element, User should 
not update the effectives dates to older period until it 
is required. Pensioner Documents to be validated 
before processing as Treasury is responsible for the 
Pension Element being modified. 

B. Re-Orientation: 4  
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processing and retrieval of Form 16  
Module and Sub 

Module 
  Details 

Employee 

Issue: 
Ensuring successful processing and retrieval of Form 16 
documents, the following guidelines must be strictly 
followed: 

DO’s: 

1. Upload only the prescribed Form 16 PDF files. 
2. Compress all Form 16 PDF files into a ZIP file before 

uploading. 
3. Ensure the financial year mentioned in the ZIP filename 

and the PDF filenames are identical. 
4. Verify that PAN numbers in the filenames are accurate and 

valid. 
5. Follow the prescribed file naming convention without 

deviations. 

B. Re-Orientation: 5 
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Processing and retrieval of Form 16       Cont’ 
Module and Sub 

Module 
  Details 

Employee Don’ts: 

1.  Do not upload unsupported file types such as HTML, 
JPG, DOC, XLS, or other non-prescribed documents. 

2. Do not upload PDF files directly; only ZIP files are 
permitted. 

3. Do not use different financial year formats between ZIP 
and PDF filenames. 

4. Do not include invalid PAN numbers in filenames. 
5. Do not use special characters or unsupported symbols 

in filenames, as they may affect document mapping and 
retrieval. 

6. Non-compliance with the above guidelines may result in 
upload failures, incorrect employee mapping, or inability 
to retrieve documents through the system. 

B. Re-Orientation: 5  
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GBM ID Creation and Adhaar correction 
Module and Sub 

Module 
  Details 

GBM - Employee 

Issue: 
GBM ID Creation for Employee, Aadhaar number 
correction for GBM id created Employees 

Path: HRMS/Employee Profile 

Do’s: Use Employee Profile to update employee related data. 

Don’ts: 
If GBM ID Not created, Pls do not create employees as 
non Scheme beneficiaries. 

B. Re-Orientation: 6 



19 

Bank Account details Mapping  
Module and Sub 

Module 
  Details 

GBM - Employee 

Issue: 
Beneficiary bank account details will be unique with 
account number and IFSC, 

Path: HRMS/Employee Profile/Bank Details 

Do’s: Use Employee Profile to update employee related data. 

Don’ts: 
 Bank Account No & IFSC Code Mapping Available. Pls 
give correct Bank IFSC Code  

B. Re-Orientation: 7 
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Annual Increment 
Module and Sub 

Module 
  Details 

Pay Update 
(Ad-hoc 

increment) 

Issue: 
It is found that Annual increments are processed 
through Pay update option by selecting the Ad-hoc 
increment type.  

Dos: 

1. Annual increments must be processed strictly 
through the Annual Increment Program without 
any deviation. 

2. Treasury Officers (TOs) / Pay and Accounts 
Officers (PAOs) are requested to provide 
necessary training and awareness sessions to 
the concerned DDOs who have utilized the Pay 
Update option incorrectly, ensuring adherence to 
the prescribed procedures. 

B. Re-Orientation: 8 
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Annual Increment         Cont’ 
Module and Sub 

Module 
  Details 

Pay Update 
(Ad-hoc 

increment) 
Don’ts: 

• Adhoc increments are intended for special occasion 
increments and are to be used only under specific 
circumstances as prescribed in Government Orders 
(GOs) and applicable rules. They should not be used 
for processing regular annual increments. 

• In such cases, incorrect usage may result in 
erroneous entries in the eSR, reflecting an improper 
purpose for the increment. This may attract objections 
during internal and Accountant General (AG) audits 
and could lead to serious complications at the time of 
retirement, particularly in pension fixation. 

 

B. Re-Orientation: 8 
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GBM - Beneficiary Name Mismatch 
Module and Sub 

Module 
  Details 

GBM - Employee 

Issue: 
Account Based Beneficiary can be remapped to Aadhar 
Based Beneficiary,Beneficiary Name Mismatch 

Path: GBM /Beneficiary Management /Individual Additions 

Do’s: Provide only the Name available against GBM ID. 

B. Re-Orientation: 9 
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GBM – ID ( Pensioner ) 
Module and Sub 

Module 
  Details 

GBM - Pensioner 

Issue: GBM ID Creation for Pensioner 

Path: PensionManager/Pension Profile 

Do’s: 

Activate the Mustering Status and updatee Pension 
Profile for GBM ID 
 
Note: Without activation GBM ID will not be created 

B. Re-Orientation: 10 
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GBM – ID (Vendor) 
Module and Sub 

Module 
  Details 

GBM - Vendor 

Issue: GBM ID Creation for Vendors 

Path: GBM/Beneficiary Management Vendor Creation 

Do’s: Use GBM/Beneficiary Management Vendor Creation 

Don’ts: 
If GBM ID Not created, Pls do not create Vendors in 
Third party individual. 

B. Re-Orientation: 11 
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GBM – Vendor (PAN) 
Module and Sub 

Module 
  Details 

GBM - Vendor 
(PAN Details) 

Issue: 
PAN for Sole Propiretory Ship 4th Character in PAN is 
"P" 

Path: GBM/Beneficiary Management Vendor Creation 

Do’s: 
for Sole Propiretory Ship 4th Character in PAN is 
"P"(Exact match as per PAN Records) 

Don’ts: 
for Company and other vendor type Provide correct 
Details as per PAN. Other names will not be accepted. 
Don't Provide Individual PAN here 

B. Re-Orientation: 12 
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GBM – Vendor (Bank) 
Module and Sub 

Module 
  Details 

GBM - Vendor 
(Bank Details) 

Issue: 
PAN for Sole Propiretory Ship 4th Character in PAN is 
"P" 

Path: GBM/Beneficiary Management Vendor Creation 

Do’s: 
Bank Name should be same as the vendor name (Exact 
Match) 

Don’ts: 
Bank Name should the same as the vendor name (Exact 
Match as registered in Bank). Abbrevation, short names 
will not be accepted  

B. Re-Orientation: 13 
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PF entry deletion  
Module and Sub 

Module 
  Details 

HRMS --> PF 
Sanction order 

Issue: 

A high number of tickets are being raised for PF entry 
deletion due to: 
* Incorrect sanctioner selection 
* Wrong amount entered 
* Calculation errors" 

Path: 
 
HRMS → Advance → PF Initiation 

Do’s: 

1. Verify Provident Fund Balance 
    * Ensure PF balance is accurate before initiation. 
    * Cases: 
        * AG PF Employees: AG Given data so issue not 
come PF balance 
        * TPF Employees: Update balance through 
TPF Balance WebADI (One-time activity). 

B. Re-Orientation: 14 
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PF entry deletion         Cont’  
Module and Sub 

Module 
  Details 

HRMS --> PF 
Sanction order 

Do’s: 

2. Approval Group Mapping 
    * Ensure proper post-to-approval group mapping: 
HRMS → Post Mapping → Post with Approval Group 
Mapping (WebADI) 
3. Correct Approver Validation 
    * If incorrect approver is displayed: 
        * Update correct employee in approval group 
        * Path : GTN Functional Administrator → Approval 
Group Na" 

Don’ts: 

1. Do not process PF using single employee mode 
unnecessarily – ensure correct use of I/V/A 
(Initiate/Verify/Approve flow). 
2. Do not proceed with sanction without validating PF 
balance amount." 

B. Re-Orientation: 14 
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Stamp – Destroy entry          
Module and Sub 

Module 
  Details 

Stamp 
Management -> 
Destroy Entry 

Do’s: 

1. User(s) can do destroy entry from the location where 
destroy happens, in case of Destroyed in DT, but 
papers/labels are in ST, then ST must to Stamp Return 
entry to move the stamp to DT. 
2. Then DT user(s) can do destroy entry, and on 
approving - can select destroy mode. 
3. Correct & Valid Serial no. also to be selected as per 
DLSR On hand serial report. Hence available serial can 
be destroyed properly. In case of wrong serial selected 
and destroy action completed then papers/labels will be 
removed from the office. Hence needs to be cautious 
while doing entry. 
4. In destroy action entry, verify & fill the required details 
and complete the action entry. 

B. Re-Orientation: 15 
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SNA-SPARSH – Proposal failure          
Module and Sub 

Module 
  Details 

Other 
Applications-

>SNA-SPARSH 

Issue: 
The user failed to upload the required attachment while 
creating the proposal, resulting in rejection by the 
Treasury Auditor. 

Path: 
Other Applications → SNA-SPARSH → DDO / Treasury 
Bills → Bill Pending List 

Do’s 

1.The Auditor (L3) can use the On-Hold option to return 
the token to the DDO Approver. 
2.The notification will then appear in Open status at the 
DDO Approver level. Upon selecting the Release option, 
the notification will be routed back to the Treasury 
Auditor (L3). 
3.The attachment upload option is available at all three 
levels: DDO Initiator, Verifier, and Approver. 

B. Re-Orientation: 16 
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SNA-SPARSH – Proposal failure         Cont’ 
Module and Sub 

Module 
  Details 

Other 
Applications-

>SNA-SPARSH 
Don’ts 

1.Kindly avoid rejecting the bills due to missing 
attachments, as the attachment upload option is enabled 
at all DDO levels. 

B. Re-Orientation: 16 
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SNA-SPARSH – GBM ID Fetching          
Module and Sub 

Module 
  Details 

Other 
Applications-

>SNA-SPARSH 

Issue: 
The GBM ID was not fetched during proposal creation in 
SNA SPARSH. 

Path: 

 
SLS HOD Admin: Login → Scheme Component Master → 
Verify payment mode of the component (applicable at 
SLS/HOD level) 
 
Implementing Agency: Other Applications → SNA-SPARSH → 
Select SLS Code → Click Go → View list of components with 
payment mode. 
 

Do’s 

1.Verify the payment mode of the component code 
(Account-based or Aadhaar-based) while creating the 
proposal, and ensure the GBM beneficiary ID is mapped 
accordingly. 

B. Re-Orientation: 17 
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SNA-SPARSH – GBM ID Fetching       Cont’ 
Module and Sub 

Module 
  Details 

Other 
Applications-

>SNA-SPARSH 

Dos 

2.Ensure that the GBM ID is mapped to the correct DDO 
code. 
3.If the above validations are completed and the GBM ID 
is still not displayed for Aadhaar-based payments, it may 
have been created under the NEFT/RTGS payment 
mode. In such cases, update the beneficiary details in 
the GBM portal under Non-Scheme → Aadhaar-based 
payment mode 

Don’ts 

Do not attempt to change the component payment mode 
in compoennt master, as this is a one-time configuration 
and cannot be modified without proper approval from the 
SLS-HOD Admin/CTA. 

B. Re-Orientation: 17 
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SNA-SPARSH – Bill Amount          
Module and Sub 

Module 
  Details 

Other 
Applications-

>SNA-SPARSH 

Issue: 

Bill amount is greater than budget available for the 
mentioned combination at DDO initiator level.For Sparsh 
normal Bills,kindly check using the below Navigation 
Path.  

Path: 

 
SNA-SPARSH->DDO /Treasury Bills->Agency proposal 
pending list->View option     
                                                                                                                             
For Sparsh Integration Bills: SNA-SPARSH->DDO 
/Treasury External Bills->Agency proposal pending list-
>View option  
 

B. Re-Orientation: 18 
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SNA-SPARSH – Bill Amount                   Cont’ 
Module and Sub 

Module 
  Details 

Other 
Applications-

>SNA-SPARSH 
Dos 

• View details option is available at sparsh DDO 
Initiator level to the corresponding proposals.  

• Users can verify the  Budget Availability ,In-Progress 
and Less expenditure amount for the HOD, HOA and 
DH combination. 

• If any bills are currently in progress, please cancel 
those bills and proceed further. 

• If no budget is available even after verification, please 
contact your HOD for budget allocation in IFHRMS as 
per the standard process. 

B. Re-Orientation: 18 
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Auto Arrear                   
B. Re-Orientation: 19 
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Auto Arrear                         Cont’ 
B. Re-Orientation: 19 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
B. Re-Orientation: 19 



46 

Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
B. Re-Orientation: 19 



53 

Auto Arrear                         Cont’ 
B. Re-Orientation: 19 



54 

Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
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Auto Arrear                         Cont’ 
B. Re-Orientation: 19 
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Handling of Payslip 

1. Protect Confidential Information: Payslips contain sensitive details like 
salary, PAN, and bank data. Do not share with unauthorized persons. 

2. Store Payslips Safely: Keep digital copies in password-protected folders and 
physical copies in secure places. 

3. Verify Details Regularly: Check salary, deductions, and allowances each 
month and report discrepancies. 

4. Share Only When Necessary: Provide payslips only for official purposes like 
loans or tax filing, and mask sensitive data if needed. 

5. Avoid Misuse: Do not alter or misuse payslips. This can lead to disciplinary or 
legal action. 

6. Proper Disposal: Shred physical copies and securely delete digital copies 
when no longer needed. 

 

C. Instructions 1  



Cyber Safety Essentials & Responsibilities for End Users 

    QR-Code Phishing (“Quishing”) – Fastest Growing Threat 
 Quishing = QR + Phishing 

 Be Careful with QR Codes 

 Verify Before Trusting 

    Quishing is Dangerous 
 Attackers use malicious QR codes to redirect users to fake websites or trigger 

downloads. 

 Common goal: steal login credentials, banking info, or install malware 

 QR-based phishing attacks have grown rapidly in recent years 

 Around 90% of such attacks aim to steal credentials 

 Mostly targets mobile users 
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C. Instructions 2  



Red Flags of Quishing Attacks 
 Unexpected QR code in email or message 

 Urgent request (“Scan now to avoid account suspension”) 

 Payment or login request after scanning 

 Poor-quality or tampered QR sticker (placed over original) 

 Unknown source (no official branding or verification) 

“Golden Rules” of Cyber Security 
 Think before you click 

 Verify before you trust 

 Update before you use 

 Report before it spreads 

 To ensure data security, login credentials—including usernames and passwords—
must remain strictly confidential and should not be shared. 
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Cyber Safety Essentials & Responsibilities for End Users  ‘Cont… 
C. Instructions 2  



Thank you 


