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1. Introduction

1.1 Purpose

This document will provide the detailed functionality & Role based Instruction for the DSC
Registration & Bill Signing In IFHRMS Processing for the following Processes:

emSigner

SafeNet Authentication Client Installation
Internet Explorer Browser

Port 8080 on Local Computer

1.2 Document Convention

The format of this manual is simple.
¢ Bold face with blue color highlights is label or field name.
e Red box[—Jis cursor or link location.
e For Instance, one Level of Approval is demonstrated. Even for more level of approvals, the
process of approval remains the same.

1.3 Intended Audience and Reading Suggestions

The main intended audience for this document is the Accountant, Superintendent, Accounts
officer

1.4 References

1. Discussions with the subject matter experts appointed by the TN e-Governance Team.
2. SRS document reference number TNTr_30.04-IFHRMS_FINANCE_SR_V2.0
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2. DSC Registration & Bill Signing Process
DSC Registration & Bill Signing sufl(wenmasenen LGIOSTLTha 2 LGWITE HaHIH60sMsiTemaLD.

2.1. emSigner

wHedsd emsSigner steiip GFwislenwi (Application) Bmieyd (Install) eunfpenpsemen
LNeTUBmeLD.

Marne Date modified Type Size

ﬁl embigner 19-03
ﬁ! SafeNetAuthenticationClient-x64-9.0 19-07

7 Quick access
[ Desktop
& Downloads

| Documents

Windows Installer ... 5,365 KB

1
117 Windows Installer ... 21,781 KB

=/ Pictures
Airtel
DsC
office

test

Step | Action

1. wsHedsv emSigner.exe eteiiy Application-s @yewsi® wenm click
OFuIweb.

ﬁ emSigner Setup

Welcome to the emSigner
Setup Wizard

The Setup Wizard will install emSigner on your computer.
Click "Mext™ to continue or "Cancel™ to exit the Setup Wizard.

Step | Action

ey “Next” etetip button-gg click G&uiweyip.
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ﬂ emSigner Setup —

Select Installation Folder
This is the folder where emSigner will be installed.

To install in this folder, dick "™Mext™. To install to a different folder, enter it below or dick
"Browse".

Folder:
|C: YWrogram Files {(x86)eMudhra LimitedyeamSigner’, Browse. ..

Advanced Installer

<oac Sancel
Step | Action
3. aipalar e “Next” stenp button-gg click Geuweyb.

GWILILY:

HhIBEHHE CHmerGweiprsy Installation location-sg Browse eteii  button-sg  click
QFuIs HRIBEHHE Goemeuwmer location-eg Select Gauiwiey.

BevemevGienisy “Next” eretis  button-gg click Gauiweyin.

ﬁ emSigner Setup

Ready to Install

The Setup Wizard is ready to begin the emSigner installation

Click "Install™ to begin the installation. If you want to review or change any of your
installaton settings, dick "Back™. Click "Cancel™ to exit the wizard.

Advanced Installer

<pack |[@pimmmi ] [ cancel

Step | Action

4, aigpaniar “Install” step  button-gg click Gauiweyb.
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Completing the emSigner
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

Step Action

5. siseilen “Finish” steip button-gg click Geuiwg emSigner installation
QFwesv(penmenW! (P19 HSHIH0EET6ITeIeLD.
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2.2 SafeNet Authentication Client Installation

asipaiss SafeNet Authentication Client et GFwedsnwr (Application) Moieyio (Install)
ULl (LpewBEemeN  LT6TLIBMBE]LD.

Mame Date modified Type Size
s+ Quick access

I Deskt ﬁl embigner 19-07-2017 12:23 Windows Installer ...
eskto
‘ P ﬁl SafeNetAuthenticationClient-x64-9.0 19-07-2017 12:23
Downloads
Documents
[&] Pictures

Airtel

5,365 KB
Windows Installer ... 21,781 KB

LS

DsC
office

test

Step | Action

wsedsv SafeNetAuthenticationClient-x64-9.0.exe ereiis Application-gg
@ye® pswmp Click Gauiwieyn.

) safellet Authentication Client 9.0 Setup

Welcome to the SafeNet Authentication

SafeNet Client 9.0 Installation Wizard
g'i:ter':?ntlcatlcn The Setup wizard will install SafeMet Authentication

Chient 9.0 on your computer. To continue, click Mext.

M

It is strongly recommended that you close all
Windows programs before running the Setup wizard

@fel\let.

< Back FMext = 1 Cancel |

Step | Action

ety “Next” etetip button-gg click G&uiuweyip.
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jﬁ SafeMet Authentication Client 9.0 Setup =

License Agreement .
'@a‘fe MNet.

Please read the following license agreement carefully.

SAFENET SOFTWARE LICENSE TERMS Lad
safeMNet Authentication Client

Legal notice:

SafeMet software is not sold; rather, copies of SafeMet software are
licensed all the way through the distribution channel to the end user.
UMLESS ¥OU HAVE AMOTHER AGREEMENT DIRECTLY WITH SAFEMET THAT
COMTROLS AMD ALTERS YOUR USE OR DISTRIBUTIOMN OF THE SAFEMET
SOFTWARE, THE TERMS AMD COMNDITIOMS OF THE APPLICABLE LICEMNSE ™

®) | accept the license agreement
()1 do not accept the license agreement

Installshield

< Back Cancs)

Step Action

ety “I accept the license agreement” ereii3 agreement-sg  Select
QFuwigl. “Next” et button-sg click Gauiweyb.

i safeMet Authentication Client 9.0 Setup >

Destination Folder —

Click Mext to install to this folder, or click Change to install '@a‘fe”e‘t.
to a different folder.

_’j Install SafeMet Authentication Client 9.0 to:

C:\Program Files\SafeMlet\Authentication' Change.___
InstallShield
< Back Cancel
Step | Action
9. aiganien WemBn “Next” stenmp button-gg click GQeuiweyb.
GDILIL:

ShIBEHHE CHamenbwisipmey Installation location-eg Browse eteiis  button-sg
click Qeuim sRIEEHHE CHemeuwtsn location-gg Select QFuiwieyb.
BsvemevOieiiey “Next” etetis  button-gg click Gauiweyb.
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7 SafeMet Authentication Client 9.0 Setup st
Setup Type h,
Select the installation type. @afe”et.
Standard installation. Includes implementation and user
interface for all eToken and ikKey tokens.
Use this option to choose which middleware features
you want installed. Recommended for advanced users.
InstallShield
Step Action
10. ey “Typical” eteiis Setup Type -e3 Select QFuigl. “Next” ereis
button-sp click G&uiweyb.
ﬁ SafeMet Authentication Client 9.0 Setup =
P
The wizard is ready to begin installation. IéafENEt'
Click Install to begin the installation.
If wou want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.
Installshield
= Back Cancel
Step | Action
11. asipalen “Install” steip  button-gg click GQguiweyd.
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ﬁ SafeMet Authentication Client 9.0 Setup

Authentication
Client

Click Finish to exit Setup.

it

SafeNet Authentication Client 9.0
SafeNet has been successfully installed.

< Back Cancel
Step | Action
12. sipeilen “Finish” etenp button-gg click Geuiwg emsSigner installation
OFwesv(penmenW! (l9HSHId0IET6NsTeYLD.
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2.3 Starting emSigner Service
e les emSigner Service start QFuiud ed(peNBEmeT  LNeTLBBELD.

FhiBenmL_w senflefullsn Keyboard-ev Start button-sg click Gsuig =igsd emSigner
oot type Gasuig emSigner-sg open Gauiwieb.

All Apps Documents Emai We

o
o
b
4

X

Best match

@ emSigner

&  App C

Search the web

emSigner
L emsigner - See web results > .

)

Open

T Run as administrator
i) Open file location
58 Unpin from Start
<2 Pin to taskbar
[l Uninstall

a,

&

&

2 emsigner

Step Action
13. Click start =» type emSigner = Open

:r;Sw . :;W .

You're almost th " TUSTCITCR O STarT SETVICE T0 STarT TTE ENTSIZer SErvICe, 11015 Mot STared -
emSigner * automatically.
Just click on Star] = started . R .
automatically. Io-‘ emSigner service started successfully, Mote: If you want to stop the emSigner service running on your system then
1 - just click on Stop Service
Note: If you want| tem then N
just click on Stol server configured on port 8080
Server confisurad on nort 8080 v Congrats! emSigner service started successfully. w

vio vl0

Step | Action

14, emsSigner open G&uig et emSigner 8080 ereii3  port-6v
CFwisbLI’ (HBOBTERTYHBHMHT 66N 2 BIFH GFUIULIOD.
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@ https://127.0.0.1:2080/

oy, —
;3Th|55|te|sntsecure

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

¥ Close this tab

@ More information

Your PC doesn’t trust this website’s security certificate.

Error Code: DLG_FLAGS_INVALID_CA

% Go on to the webpage (not recommended)

Step

Action

15.

Sigeiien Browser-ey open Gauiwieyp.

16.

o180 https://127.0.0.1:8080/ etsiis link-gg type Gauiwieyb.

17.

aigeiien “More Information” wompib “Go on to the webpage (not
recommended)” eteoip  link-gg click Gauiweyib.
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2.4 Registering DSC User in IFHRMS Application

sipailss IFHRMS Application-eb User-sg Register Qauiub end(penmaemerm LN6UBme]LD.

» o BRI 7 s signin.

2. Government of Tamil Nadu Helpdesk 04440172172
q N e
‘%" Finance Department
Home Login [EELELIES ies & A hd Contact Us  Photo Gallery  Press Release  Notification v Add Help Desk
Sign In
User ID

= IFHRMS

Integrated Financial and Human Resources Management System

Forgot Userld

Forgot Password

Step | Action
18. waedsv IFHRMS Application-gg Login Gauiweyb.

DSC User Registration.

Certificate Type Certificate Class
Combo Class 2
Disclaimer

| Ameenammal A registering this DSC token for using in IFHRMS Software of Government of Tamil Nadu. | assure to keep the
DSC token safely and handover the same to ATO/ TO/ PPO/ PAQ while | am retiring/ relieving from the Government Service.
| also certify that | will use this token for official purpose alone

O
I agree to Terms and Condition

SIGN " REGISTER

Step | Action
19. o160 “DSC User Registration sietis button-gg click Gauiweyib.
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DSC User Registration.

Certificate Type Certificate Class
Combo Class 2
Disclaimer

| Ameenammal A registering this DSC token for using in IFHRMS Software of Government of Tamil Nadu. | assure to keep the
DSC token safely and handover the same to ATO/ TO/ PPO/ PAO while | am retiring/ relieving from the Government Service
| also certify that | will use this token for official purpose alone

L4
1 agree to Terms and Condition

Step Action

20. 1860 Disclaimer-2 Ligdhg e “1 agree to Terms & Condition” eresis
Tick Box-gg Click Qeuiweyb.

DSC User Registration.

Certificate Type Certificate Class
Combo Class 2
Disclaimer

| Ameenammal A registering this DSC token for using in IFHRMS Software of Government of Tamil Nadu. | assure to keep the
DSC token safely and handover the same to ATO/ TO/ PPO/ PAO while | am retiring/ relieving from the Government Service.
| also certify that [ will use this token for official purpose alone

4l
1 agree to Terms and Condition

Step | Action
21. apanlsn “SIGN” button-g Click Qauiweyib.
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(€ emSigner

P

0
| Content to Sign

I Ameenammal A registering this DSC token for using in IFHRMS Software of Gowvern ™
W
< >
Certificate Store
Common Mame Issuer Mame Serial Mo Expiry Date pment of Tamil Madu. | assure to keep the
iZaLi EF-Sl-SET=w] LB PR LR ~ relieving from the Government Service.
e-Mudhra Sub CA f... 17064325 20-06-2022
|
| | | v
i ceritae EE
Copyright © 2016, eMudhra Limited. All Rights Reserved

SIGN " REGISTER

Step | Action

22. 15616 HhsEhEsE Csmaurar Certificate-ag Select Qsuig “View
Certificate” butto-gg click Gauiweyb.

e Certificate

base  Notification v

Details Certification Path Reports  Add Help Desk

Certificate Information

This certificate is intended for the following purpose(s):

digitalSignature

<

Ceet Issued to: SureshV

Con nment of Tamil Nadu. | assure to keep the
relieving from the Government Service.

Clag Issued by: e-Mudhra Sub CA for Class 2 Organisation 2014 9

Sure

Valid from Fri, Jun 21, 2019 to Mon, Jun 20, 2022

| copytorie || ox

Step | Action

23. aimenien “digital Signature” sretip button-gg click Gauiwieyib.
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| Content to Sign ) |

| Ameenammal A registering this DSC token for using in IFHRMS Software of Goven A
v

< >

Certificate Store

Comman Name Issuer Name Serial No Expiry Date pment of Tamil Nadu. | assure to keep the

3cc 2 Orzanizati relieving from the Government Service.

[SuresnV ——e-Mudnra sub Ca
| | | | |v

View Certificate

Copyright © 2016, eMudhra Limited. All Rights Reserved

SIGN REGISTER

Step | Action

24.

e ien “Sign” etetip  button-sg click GQFuiweyb.

x.8
@ Token Logon

€ emSigner

X

@afeNet. SafeNet Authentication Client i 3 g

Enterthe Token Password

View Certificate

Token Name: SafeNet eToken 5110
Token Password: Il |

Current Language: EN ment of Tamil Nadu. | assure to keep the
This is an unli d copy for luation use only.

relieving from the Government Service.

oK | Cancel |

SN T

Copyright © 2016, eMudhra Limited. All Rights Reserved

SIGN REGISTER

Step

Action

25.

ey “Token Password” g3 usiey Gauig “ok” button-sg click
OFuIweb.
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DSC User Registration.

Certificate Type Certificate Class
Combo Class 2
Disclaimer

| Ameenammal A registering this DSC token for using in IFHRMS Software of Government of Tamil Nadu. | assure to keep the
DSC token safely and handover the same to ATO/ TO/ PPO/ PAO while | am retiring/ relieving from the Government Service.
| also certify that | will use this token for official purpose alone

72
1 agree to Terms and Condition

= [E=m

Step Action

26. aimanier “Register” eeim button- click Gsuig IFHRMS
Application-sb user-gg register GFuiwieyi.

DSC User Registration.

Registration Success ! Your Certificate will expire on 20-JUN-22

Certificate Type Certificate Class
Combo Class 2
Disclaimer

| Ameenammal A registering this DSC token for using in IFHRMS Software of Government of Tamil Nadu. | assure to keep the
DSC token safely and handover the same to ATO/ TO/ PPO/ PAO while | am retiring/ relieving from the Government Service.
| also certify that | will use this token for official purpose alone

1 agree to Terms and Condition

SIGN REGISTER

Step | Action

27. Registration Success ! Your Certificate et confirmation saeusnsv
UTiSEH @ mIg CFuIgH6CETeiTeNe)ID.
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2.5 Bill Approving in IFHRMS Application using DSC

@Burgd DSC-m uwesiu®sg IFHRMS Application-eb Bill Approve Gauiugb
IO (LpemBEHEmeNT  LTGTLBMBALD.

Welcome Gurusamy,

Pending Notifications
Below is a list of your most impertant notifications. Select the subject fo respond or select "Full List" to see all your nofifications
He Wt My
Subiect
GTN FIN Workflow Bill No 4201000119110034 Pending for Bill Approval

N Y 267 ) and it is waiting for your review.

Suraj GTN FIN Workfiow Accountant| 1683 has created Beneficiary ( Party ID : 60256 ) and it is waiting for your review.

Suraj GTN FIN Workflow Bill No 4201000119110049 Pending for Bill Approval
Suraj GTN FIN Workflow Bill No 4201000119110048 Pending for Bill Approval.

@ TIP Vacation Rules - Redirect or auto-respond to nofifications

Step | Action

28. wsedsv Notification window-eleb shiseEns@G i “Bill No” button-sg
click Gauiweyb.

Bill No 4201000119110034 Pending for Bill Approval.

From  Suraj
To Gurusamy
Sent  03-Jan-2020 10:15:37

ID 92320
Bill Details
DDO Name  Account Officer DDO Code 42010001
Treasury Name PAO (NORTH) Treasury Code 4201
Expense Type Electricity Charges Expense Type Code 05001
Detail Head Name  Eleciricity Charges Detail Head Code 30503

Head of Account  District Treasuries and Sub-Treasuries  Head of Account Code 20540009744
Budget HOD Name Directorate of Treasuries and Accounts Budget HOD Code 01802
Description  test
Action History

B o

HeS@viy

Sequence Name Action Date
1 Suraj Submit 03-Jan-2020 10:-13-43
2 Bavi Verify 03-Jan-2020 101537

Related Applications

|] Continue Action

Step | Action

29. aiseien Bill Approval Page-sv “Continue Action” button-gg click
Q& uIweyLb.
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Bills Page View Budget Back Re]ec(RemmForCnrreclion

Bill Type  Contingencies (Office Expenses) Bill Creation Date ~ 06-Nov-2019
Bill Status  Verified by Superintendent Bill Number  4201000119110034
Bill Amount 45000 Treasury Ref Date
Bill Source Manual Treasury Token Number
DDO/Account Details
DDO Name  Account Officer DDO Code 42010001
Treasury / PAO Name  PAO (NORTH) Treasury | PAO Code 4201
Audit Unit Name  New BillAudit Bas1 Audit Section Name BAS2
Expense Type Electricity Charges Expense Type Code 05001
Detail Head Name _ Electricity Charges Detail Head Code 30503
Head of Account  District Treasuries and Sub-Treasuries Head of Account Code  205400097AA
Budget Authority  Directorate of Treasuries and Accounts Budget Authority Code 01602
Beneficiary Type  Others Available Budget Amount 3643645

Description
fest

Bill Lines | Beneficiary ~ Aftachments  Check Points  Action History
Bill Line Details

Details § No Description Invoice Amount Net Amount View Recovery
» 1 500.00 45000

Step | Action

30. sisaien Bill Page-6v oemeaishs soaisosmenuld Fiunyss e
“Approve” button-gg click Q&uiweyib.

Bill Number=4201000119110034 Bill Amount=450 Bill Date=06-NOV-2019
Signature Details

A<Dy @
Employee Employee
Number Name
16020000058 Gurusamy 22-Jan-2022

Registered Expiry Date Sign Status
o

Save Response

Step | Action

31. aisaienr Bill Signing Page -6 “Sign” button-gg click Gauiweyib.
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(&) emSigner

[

Content to Sign
Bill Number=42010001129120003 Bill Amount=300 Bill Date=16-DEC-2012CVrXYZRc

Certificate Store

Common Mame Issuer Mame Serial Mo Expiry Date

Class 2 Organizati...
suresh W
Suresh W e-Mudhra Sub CA f...

View certinate e
16, eMudhra Lim

Copyright & 20 =d. All Rights Ressrved

e-Mudhra Sub CA f... 16282162 30-01-2022 .
e-Mudhra Sub CA f... 17064329 20-06-2022

17064392 20-06-2022

Step | Action
32. aiFeienr emSigner-sv srsens@&Giw “digitalSignature Certificate” g
select Qauig “Sign” button-gy click Gauiweyb.

l(e? emSigner x|
@ Token Logon X
tus LUGS S\164
- - - 6 4+ 010
«SafeNet. SafeNet Authentication Client o
Enter the Token Password
Token Name: SafeNet eToken 5110
Token Password: || |
Current Language: EN
This is an unlicensed copy for evaluation use only.
OK { Cancel ‘

-}
T

Copyright © 2016. eMudhra Limited. All Rights Reserved

Step | Action
33. ey emSigner-eo “Token Password” g uge; Gguig “OK” button-gm
click Qeuiweyb.
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Bill Number=4201000119110034 Bill Amouni=450 Bill Date=06-NOV-2019

Signature Details

HoEHy @

Employee Employee = . -

Number Koo Registered Expiry Date Sign Status
16020000058 Gurusamy

22-Jan-2022 Q

Save Response

Step | Action

34.

aimeienr Bill Signing Page -sb “Submit” button-gg click Gauiweyib.

Approved Bill Confirmation.

 Sign
Bill Number=4201000119110034 Bill Amouni=450 Bill Date=06-NOV-2019

Signature Details
Hao@ e @

Employee Employee 2 z 2
B b N Registered Expiry Date Sign Status

116020000058 Gurusamy 22-Jan-2022 o

Save Response Success

u Confirmation

Data has been saved successfully.

Step | Action

35. Submit Gsuis et Approval Confirmation notification-so ok “Submit”

button-gg click Q& uiweyb.
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